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Philosophy 

 

While technology plays a significant role 

in information security, people and 

processes fundamentally determine the 

effectiveness of an organization’s infor-

mation security program.  

Secure organizations have a high degree 

of maturity of security operations, mean-

ing that their security processes are ma-

naged and repeatable, not ad hoc or intui-

tive.  Maturity is only achieved through 

determined and persistent security pro-

gram development and maintenance. 

Too often, security scans are the sole 

measure of an organization’s security. 

While these scans provide useful informa-

tion, they offer little insight into security 

maturity.  At best, they identify compa-

nies which do not already perform scans. 

Unfortunately, even companies that do 

scan and fix the resulting issues often still 

have major security vulnerabilities due to 

inadequate security processes.  

Our primary expertise and value is in as-

sessing and improving the security ma-

turity of organizations. 
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Services 

 

We offer a complete suite of services to 

address the security needs of our clients 

during each phase of the data-privacy/ 

cyber-liability insurance policy timeline. 

Service categories include: 

 Assessment 

 Security program development  

 Infrastructure design and imple-

mentation 

 Breach response 

 Forensics 

 

 

  

On-going 

Breach 

 

Policy application process 

Policy application assessment services 

 Technical Vulnerability Assessment 

 Breach Impact Analysis 

 Security Maturity Assessment 

 Data Loss Prevention Assessment 

 Remediation 

o Infrastructure Design / Implementation 

o Security Program Development 

 

Pre-application services 

 Policy Application Readiness Assessment 

 Remediation 

o Infrastructure Design / Implementation 

o Security Program Development 

 

Follow-on assessment services 

 Assessment 

 Remediation 

 

Post-breach services 

 Breach response 

 Forensics 

 Remediation 

o Infrastructure Design / Implementation 

o Security Program Development 

 

Data-Privacy/Cyber-Liability Insurance Policy Time-

line and Associated Illumant Security Services 
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1. Assessment 

 

Our security assessment services are de-

signed to reduce the risk of costly securi-

ty breaches by identifying technical and 

programmatic security weaknesses.  Our 

independent, third-party assessments are 

comprehensive, examining security from 

a wide array of perspectives: 

 Policy application readiness 

 Breach impact 

 Security maturity 

 Perimeter security 

 Data loss prevention 

 And more … 

Our security assessment services are de-

signed to help: 

 Policy applicants understand their 

security posture and correct prob-

lems in order to improve under-

writing chances 

 Insurers understand the security 

risks of their applicants prior to 

underwriting them 
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1.1 Policy Application Readiness 

Assessment 
 

Only 15-30% of cyber-liability/ data-

privacy insurance policy applications are 

accepted.  

A significant reason for the low accep-

tance rate is that applicants do not know 

in advance how to improve their under-

writing chances. 

Illumant can help by performing a Policy 

Application Readiness Assessment and 

providing recommendations for im-

provement. 

Based on our relationship with insurers 

and our knowledge of their underwriting 

criteria, we can help applicants become 

aware of their weaknesses and recom-

mend high-impact solutions which will 

significantly improve their underwriting 

chances. 
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1.2 Breach Impact Analysis 
 

Insurers and clients both should under-

stand the potential cost of a security 

breach prior to underwriting.  

We perform a Breach Impact Analysis by 

conducting interviews with policy appli-

cants and using a refined methodology to 

identify the potential costs of a security 

breach. 

We examine: 

 Types and volumes of sensitive in-

formation at risk (PII, CCNs, PHI, 

etc.) 

 How the applicant interfaces with 

vendors who process at-risk data 

 Costs associated with breach re-

sponse and notification  

Beyond quantitative costs we also explore 

costs associated with damage to brand 

and reputation, IP loss, and other intan-

gibles not covered by insurance policies. 
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1.3 Security Maturity 

Assessment 
 

The effectiveness of an organization’s se-

curity program can be characterized by 

the maturity of its security processes. 

Our Security Maturity Assessment ex-

plores the following issues: 

 Is the security organization aligned 

with the business and adequately 

empowered to meet its objectives? 

 Does the company regularly assess 

security risks and adjust protection 

strategies accordingly? 

 Does the company employ security 

best practices, and are its processes 

monitored and measured? 

 Does the company sufficiently leve-

rage technology to meet its security 

objectives? 

We interview key process stakeholders 

and use a maturity model to rate various 

areas of the organization. Our report con-

tains a final maturity score as well as 

practical recommendations for improve-

ment.  
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1.4 Perimeter Security 

Assessment 
 

While an external vulnerability scan 

alone is inadequate to determine security 

maturity, it is an important tactical in-

strument and therefore an essential com-

ponent of any security assessment. 

We use state-of-the-art tools to test our 

clients’ networks and Internet-facing sys-

tems.  

Where we truly add value is in manually 

analyzing all results to eliminate false po-

sitives, find undetected vulnerabilities, 

and possibly discover more pervasive se-

curity issues such as network architec-

ture design flaws or inadequate security 

management policies and procedures. 

Our security experts are highly expe-

rienced and educated in the latest tech-

nologies, risks and potential exploits, and 

can often deduce the overall security pic-

ture from raw vulnerability data.  
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1.5 Data Loss Prevention 

Assessment 
 

Illumant is proud to offer a state-of-the-

art, cutting-edge assessment service de-

signed to identify unauthorized leaks of 

sensitive data (e.g. CCNs, SSNs, PHI, IDs, 

IP, etc.).   

Powered by advanced Data Loss Preven-

tion (DLP) technology, our assessment 

determines whether, due to non-existent 

or broken business processes, critical and 

sensitive information is being transmitted 

across organizational boundaries in un-

encrypted form via email or over the In-

ternet, or onto endpoints like laptops or 

personal storage devices. 

This assessment provides deep clues as to 

possible lack of systematic policies and 

procedures for handling sensitive data, 

and our final report offers recommenda-

tions for improvement. 
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1.6 Other Technical Assessment 

Offerings 
 

Illumant provides several additional 

technical assessments, each with a differ-

ent specific focus area: 

 Internet footprint analysis 

 Wireless security 

 Internal security 

 Active Directory 

All of our assessment reports contain 

both executive and technical summaries 

with actionable recommendations at both 

levels. 
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2. Security Program 

Development 

 

Illumant can help companies design, tai-

lor, and implement security programs to 

meet their objectives. We bring proven 

methodologies and best practices to our 

program development process, and we 

work closely with stakeholders to devel-

op an appropriate scalable plan, reflecting 

size, maturity, complexity, future needs, 

and available resources.  

A top-down approach to building an in-

formation security program entails con-

ducting a comprehensive inventory, as-

sessment, and prioritization of security 

risks, documenting a full suite of security 

policies and procedures, and implement-

ing specific technologies and training.  

Illumant is flexible and skilled enough to 

accommodate widely varying objectives 

and approaches. We can develop a world-

class information security program with-

in a single project engagement, or take a 

more evolutionary approach, one step at 

a time. 
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3. Infrastructure Design 

and Implementation  

 

We have pioneered a state-of-the-art se-

curity infrastructure model to protect or-

ganizations from breaches and data loss.  

Our solution marries best-of-breed and 

cutting-edge security technologies and is 

complemented by appropriate gover-

nance and compliance controls, as well as 

other critical policies, procedures and 

practices. 

The backbone of our infrastructure model 

is comprised of: 

 Data Loss Prevention (DLP) 

 Email and disk encryption 

 Desktop virtualization 

 Network Access Control (NAC) 

 Encryption termination 

In addition to providing security, our 

model also provides tangible ROI. 
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4. Breach Response 

 

In the unfortunate event that a security 

breach does occur, it is critical that the 

affected company responds quickly, to 

minimize the loss of data and overall 

damage to the organization. 

It is equally critical that the company is 

prudent and avoids making hasty deci-

sions which could lead to missteps and 

further losses, such as business disrup-

tion or additional exposure. 

As part of our Breach Response service, 

we ensure that our clients are apprised of 

their best options when reacting to a 

breach. We provide immediate 24/7 

phone support and deploy an incident re-

sponse consultant to a client’s site within 

24 hours, until the incident is resolved. 

Our breach response program is based on 

the universally recognized standards de-

veloped by Carnegie Mellon’s Computer 

Emergency Response Team (CERT). Our 

experts advise on best practices to pro-

tect our clients’ interests. 
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5.  Forensics 

 

Once a breach has occurred, and only 

after the environment has been properly 

stabilized, Illumant can assist clients with 

the forensic investigation. The objectives 

of the investigation are not only to 

recover losses, but also to understand the 

anatomy of the breach and prevent future 

incidents.  The components of a forensic 

investigation include:  

 Collecting evidence to identify and 

prosecute offenders  

 Recovering data 

 Determining magnitude of the 

breach 

 Identifying affected records and 

implementing a notification 

strategy 

 Understanding how to prevent 

reoccurence of similar attacks 

 

 



 

 

 

ABOUT ILLUMANT 
 

Illumant is a trusted strategic and tactical risk 

management advisor to Fortune 500 companies, 

higher education institutions, and other public and 

pre-public enterprises. Leveraging best practices 

and deep knowledge of governance, risk man-

agement, compliance, and information technolo-

gy, we partner with our clients to assess and 

solve critical business problems. Whether the 

focus is on initiatives driven by regulatory com-

pliance, corporate mergers and acquisitions, or 

operational pain points, Illumant plays a major 

role in helping clients consistently meet their ob-

jectives. 

 

Contact Info: 
 

2672 Bayshore Parkway 
Mountain View, CA 94043 

 
Phone:  +1 650.961.5911 
Fax:  +1 650.961.5912 

 
www.illumant.com 

info@illumant.com  
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